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(54) Biometric identification process and system 

(57) A system for verifying that a card possessor Is 
tha authorized card owner compares scanned fingsr- 
print data with fineerprlnt data encoded on an optical 
card. More than one of the person's finflerprints are en- 
codBd on the card, and the process of identification of 
the card possessor Involves the random selection of 
separate fingerprints for scanning and companson- 
agalnst the encoded fingerprints. A card reader/writer 
reads fingerprint characteristic information from an op- 
tical card inserted therein and a processing unit, con- 
nected to a fingerprint scanner and card reader/writer 
extracts from the scanned fingerprint certain well known 
indicators, and nratches the recordad fingerprint char- 
acteristic data with the scanned fingerprint charactens- 
lios to establish identity therebetween. 
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Description 

The present invention Is generally related to a meth- 
od and system for verifying the identity ot B person, no- 
tably by comparing certain physical characteristics of 
the person, in one embodiment, the fingerprint of the 
person, with a recorded copy of information correspond- 
ing to the characteristics ot that person provided on an 
optical card, in the present invention, the process of ver- 
itying the identity of the individual card owner involves 
the successive and sequential comparisons of one or 
more single characteristics, e.g., fingerprints, preferably 
randomly selected it more than one is required to verify 
thQ identity. This method of proceeding taciltiates an 
identification of the individual while maintaining a higher 
degree ot accuracy due to the possible use of higher 
degrees of correlation that those that are normally avail- 
able when matching a single physical characteristic. 

Currently, bankcards are used thnDughout the world 
which comprise one of more magnetic strips or other re- 
cording medium on or in the card, carrying coded infor- 
mation thereon. Although simple to use. there is no in- 
herent means in the card for verifying that the person 
presenting the card is actually the true owner of the cand. 
While in many circumstances a user, will input a Per- 
sonal Identification Number (PIN) into a bank card ma- 
chine, the level ot security afforded is stilt noi high, given 
that many users will write down a PIM number in a check 
book or the like, making the number easily accessible 
xo a crirninal 

There are other circumstances in which a verifica- 
tion of the identity of parsons is necessary. Debit and 
Potm-of'Saie cards are gaining the same popularity as 
credit cards. Welfare Gystems are investigating auto- 
matic distribution of benefits through a cardsd system. 
When businessmen travel between countries it is nec- 
essary to verify the identify of each person passing 
through customs and identify each as citizen, resident 
alien, permanent resident andthe like. The identification 
must be accurate, but not too rigorous to be inconven- 
ient. There are a number of possibilities for biometric 
identification including physical features, hand geome- 
try, retinal scans, facial images, fingerprints and the like. 

It has bB(3n proposed by many that the minute de- 
tails of a person's fingerprint could be encoded (i.e., in 
binary coded form) into memory on a card. For example, 
a coded version oT a fingerprint can be stored upon a 
card. When verification Is required, it is necessary for 
the user to display his fingerprint to a scanner, and at 
the same time insert a card into a reader which extracts 
the coded information Identifying the fingerprint, and 
with a processor, compare the authorized owner's fin- 
gerprint with the stored characteristics of the owner's fin- 
gerprint. 

However, the accuracy of such systems Is limhod, 
since normally theea systems only record some of the 
characteristics of a person's fingerprint on the card. And 
the environmental measurement conditions and posi- 



tions must be matched as well. False rejections are very 
common on the single fingerprint identificgtion systems. 
A rotated or rolled fingerprint, fingerprints taken or 
scanned wirh different pressures of the finger on the 
5 scanner while It is being scanned initially, din. a blemish 
or other injury on the finger being scanned, all are po- 
tential problems leading to false rejections. While con- 
serving menrory requirements, the accuracy ot such 
methods* using only a single fingerprint, can be very bw. 
70 The comparison of a single scanned finger wrth the cor- 
responding recorded fingerprint intormation thereto, 
may incorrectly provide false rejections dus to any of 
these conditions. For example, these systems do not ac- 
count for temporal perturiaations* e.g., a scraped, 
15 burned or cut finger, that may exist on the owner's finger, 
thereby giving rise lo a false reading of the single fin- 
gerprint Image. 

The need to verify with accuracy the identity of a 
carti owner is n&cessary In a wide variety ot clrcum- 
20 stances, including at a passport and immigrBtton check, 
at banking and other financial systems, high security ar- 
eas and the tike. What Is needed is a method making it 
more difficult for criminals to fraudulently use a stolen 
card and the like. As more and more accuracy is re- 
25 quired the probabilriy of false rejecttons increases. The 
need for a simple, mora accurate method which facili- 
tates the verification process is thus of increaeing im- 
portance. 

Accordingly, the present invention provides a meth- 
30 od and systemf or verifying identification of a person with 
increased accuracy, while concomitantly, reducing the 
probability of false rejection tor the authorized card own- 
er. 

The method includes the steps of comparing a 
35 scanned physical characteristic, such as a fingerprint, 
with recorded infomiation con'espondlngtothe scanned 
physical characteristic, e.g., a fingerprint, as known in 
the art, but goes beyond the state of the art by using a 
novel pnacess of randomly and sequentially selecting 
40 more than one physical characteristic for scanning and 
comparison against recorded characteristic data, thus 
enhancing the accuracy of the individual identification 
procees and reducing the probability ot improper false 
rejections. 

<s In-ihls manner the invention can be used for per- 
sons temporarily disabled due to broken bones or to 
sprained muscles, paraplegic persons, persons wt^o 
cannot provide a certain finger tor scanning due to a re- 
cent accident, for example, or victims at intentional 
^0 maiming or accidents who no longer possess a hand or 
have lost fingers. Furthermore, the invention accounts 
for a poor scan, resulting In an improper false rejection, 
for example, on a single fingerprint, or rejactions due to 
injuries or to din or blemishes on the selected finger or 
ss the scanning equipment. The invention advantageously 
reduces the number of false rejactions while atthe same 
time enabling the use of a high comparison correlation 
to ensure a low number ot false acceptances. 
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The system utilized by the method of the invention 
includes a storage mediiim. preferably portable, and 
more preferably an optical card, storing.nnore than one 
characteristic, e.g. fingerprint, of the authorized card 
owner, a device for reading the stored characteristics, 
preferably a card reader/writer into which the card Is in- 
serted, or placed thereon, and which accesses the re- 
corded characteristic data of the card owner, a scanner 
(reading means) tor reading a selected physical diar- 
acieristic, e.g., fingerprint of the card ovwier, and a 
P rocessing Unit (PU) for extracting essential character- 
istics of the scanned body part and connparing these 
characieriBtics with the recorded physical characteris- 
tics. 

Potential applications of the invention include, for 
e5(ample, controlling entry at passpon and immigration 
checKpoinis. ensuring personal identification in financial 
iransaciions (e.g., credit card systems), and enhancing 
security at high security installations, and the like. 

Therelore, il is an object o\ the present invention to 
provide a method that increases the accuracy ol the se- 
curity Identification through the use of higher degrees of 
correlation. 

It is another object of the invention to facilitate ver- 
ification of identity by decreasing the probability of false 
rsiections in the identification process of an autt^orized 
card owner, while not permitting unlawful use in attempt- 
ing to circumvent personal data protection. 

Another object of the invention is to provide an in- 
dividual recognition system comprising: a storage me- 
dium storing as biomeiric data a plurality of physical 
characteristics of a user; reading means for extracting 
from the user biometric data representing one of the 
physical characteristics stored by the storage means; 
comparison moans tor determining whether or not the 
extracted biometric data represents the same physical 
characteristic as corresponding stored biometric data 
obtained from the storage medium; and control means 
for instructinglhereadingmeanstoextractfrom the user 
additional biometric data representing a different phys- 
ical characteristic stored by the storage means, depend- 
ing on the determination by said comparison means. 

Yet another object of the invention is to provide a 
personal identification method using a data storage me- 
dium containing previously stored biometric data repre- 
senting a plurality ol physical characteristics of a user, 
ihe method comprising: extracting from the user biomet- 
ric data representing one of the physical characteristics 
stored by the storage medium; determining whether or 
not the extfacted biometric data represents the same 
physical characteristics as corresponding stored bio- 
meiric data obtained from the storage medium; and ex- 
uacting from the user additional biometric data repre- 
senting a different physical characteristic stored in the 
storage medium depending on the determination at the 
determining step. 

Still another object of the inventbn le to provide an 
Individual recognition system for use with a storage me- 



dium on which biometric data corresponding to a plural- 
ity of physical characteristics of the user has been 
stored, the system comprising: reading means for ©x- 
tracting from the user biometric data representing one 
s of the physical characteristics stored by the storage 
means; comparison means tor determining whether or 
not the extracted biometric data represents the same 
physical characteristic as corresponding stored biomet- 
ric data obtained from the storage medium; and control 
10 means for instructing the reading means to extract from 
The user additional biometric data representing a differ- 
ent physical characteristic stored by the storage medi- 
um, depending on the determinatbn by the comparison 
means. 

IS Other objects and features of the present invention 
will be apparent from the following detailed description 
of a number ol embodiments of the invention, v^rhich are 
described by way of example only with reference to the 
accompanying drawings. 
20 Figure 1 shows the system components for a pre- 
te rred embodiment for carrying out the method of an em- 
bodiment of the Invention. 

Figure 2 represents the main stages of the method 
according to an embodiment of the invention In the form 
25 of a flowchart 

Figure 3 provides an example of the information, in- 
cluding a physical representation of the user's finger- 
print, that might bs printed on the front of the user's card, 
the reverse cA vyhich carries the coded fingerprint data 
$0 as shown in Figure l . 

Figure 4 demonstrates the instructions to place the 
randomly selected finger and the Live Image Preview 
which might be obtained by the user following the tn- 
struction. 

35 Figure 5 shows the resulting information which can 
be dovffiloaded to the scanning station when the users 
identity has been verified that can be displayed on the 
host CPU at a passport or immigration entry point. 
Figure 1 shows an embodiment of afingerprint iden- 
40 tificatlon system 20 for carrying out the method dt the 
present invention. Using the system 20 of Figure 1 , the 
fingerprints of the card owner 23 are stored on the en- 
coded portion of an optical card 25, as part of individual 
identification Information. As shown in Figure 3. the 
45 identity card 25 can also contain other various biometric 
and representative infornnatlon about the individual card 
owner 23, recorded physically on the face of the card 
2B or encoded thereon 29, or recorded on electronic or 
optical media 30, including, for example, name, account 
50 number, date of birth, sex, height, weight, infomnation 
on citizenship, health inspection or health information 
and the like might be maintained. The optical card 25 
also comprises memory 30 for storing the fingerprint da- 
ta. Preferably, only certain characteristics of a plurality 
ss of fingerprints are stored on the card 25, thereby con- 
sen/ing memory space. The memory capacity can be 
reduceddown to only about 1 Kbyte per fingerprint when 
only certain key characteristic features are encoded. 
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Such fingerprint characteristics are preferably limited to 
a few signlficam features such as the depth and interval 
of the fingerprint, ridge pattern information, or key fea- 
tures relating to the number and kind ot vortices, arcs, 
crossings and oiher line forma shown by thefingerprinte. 
However, it should be noled that optical cards with a 
large memory capacity are available, but it may be ad- 
visable lor other reasons to limit the amount of data re- 
corded therein (for example, correlation thereof would 
require the processing unit used with the present Bystem 
10 have excesstve oomputational capacity). Extraction 
and matching software libraries (not shown) can be 
used of the type developed by The Phoenix Group. Inc. 
o1 Pinst)urg. Kansas. However, the present invention 
works well with any fingerprint matching system. 

In the present invention, data representing the char- 
acteristic features of a pluralrry o1 fingerprints, which 
may be all ot the fingerprints or only a limited number of 
fingerprints from each hand of an authorized person, are 
preferably coded and stored on the card 25, in the form 
ol a binary or multi-value coded signal. This is preferably 
done by scanning designated fingers ol the person 
when issuing fl card 25 on similar equipment 20 to that 
which will be used during verification. Any numberof fin- 
gorprinte may be chosen for scanning from one to all 
five fingers on each hand. Therefore, the card 25 stor- 
age mechanism 30 carries information relating to more 
than ono finger of the person 23. as explained more fully 
balow, so that the system can request alternative finger- 
print infomnation if one of more of the fingers are ©ithar 
not available of scanning, due to cuts, blemishes or oth- 
er injury, or a defective fingerprint was originally taken 
or if a first or later scans fail to confirm the identify ot the 
card holder. 

Although the disclosed preferred embodiment has 
been described as utilizing fingerprint data, any biomel- 
ric data representing a plurality ot physical characterie- 
tics can be utilized. For example, retinal scans of both 
ot a candholder's eyes can be encoded onto the card. 
Similarly, palm prints of each of the cardholder's hands 
can alBo be used. In fact, the present invention is not 
limited to such obvious groupings of physical character- 
istics. For example, the left hand print, right eye retinal 
scan, and right hand fingerprints can all be stored on the 
optical card and randomly seiecied ones ol the body 
parts corresponding to such characteristics required to 
be presented for verification. Biometric data represent- 
ing other physical characteristics, such as the candhold- 
er's signature (its appearance or charactefietics of how 
the cardholder forms his signature), facial characteris- 
tics, or keyboard dynamics (such as keying pressure, 
rate, sequence, or the like) can also be compared 

Th© remaining components of Figure 1 , 35, 37, 42, 
45 will be described In relation to the flowchart, as de- 
picted in Figure 2^ showing the main steps when using 
the invontion. The process ot identification of the indi- 
vidual card owner 23 with the current Invention is based 
upon the random measurement of successive and se- 



quential single fingarprints, as opposed to the measure- 
ment of all fingerprints or merely the measurement of 
only a single fingerprint. 

The process 45 strikes an acceptable balance be- 
5 tween confinrtatlon of the identity of the card holder 23 
(a low number of false acceptances) with a facilitation 
or Bfise of use of the system 20 (a low number of false 
rejections). The balance is achieved with two basic com- 
ponents, Facilitaiion is achieved by the use of muJiiple 
10 (random) fingerprint comparisons. Therefore, if a prob- 
lem, environmental or physical, impedes a first match, 
oiher fingers can be calledfor and scanned until a match 
is achieved. Thus a high correlation of fingerprint at- 
tributes can be required for a match, increasing the ac- 
ts curacy ot the verification of the Hentity ol the user. The 
random nature of requests for specific fingers on either 
or both hands further impedes criminal activity. Finally, 
preferably, after a predetermined number of attempts, a 
decision can be made to terminate the process with a 
so rejection. The fact that a rejection occurs only after a 
predetermined number of unsuccessful comparisons 
advantageously results in a minimum of false rejections, 
while also allowing each individual comparison to utilize 
e high comparison correlation eo that security is maxi- 
25 mized. 

Referring to the flow chart In Figure 2. to initiate 52 
the process 45, the owner 23 inserts a card 25 into a 
card reader/writer 45. Preferably, either by a display 42 
or some other means, the card owner Is also requested 

3D to place 54 one of his or her fingers on the fingerprint 
scanner 36, In this instance, th© particular hand and as- 
sociated finger requested for scanning is random, as the 
result of any conventional random algorithm. The finger- 
print scanner 35 can be any of a wWe range of suitable 

3S scanners, such as those nrtanufactured by Digital Bio- 
metrics, Inc. The scanner 35 comprises a fingerpress 
having a transparent section through which the finger- 
print innage can be obtained. 

The scanner 35 reads an image 65 of the selected 

40 fingerprint of the user 66. Similar to the process of en- 
coding the fingerprint characteristic data onto th© card 
25, described above, the scanning can be carried out 
using a number of techniques, e.g., optically using high 
intensity illumination and an array ot photosensitive di- 

4B odes as a camera to record an Image, or some other 
optical scanning device such as a laser scanner to pro- 
vide an image which can be processed aiectronicaliy. 

The fingerprint pattern is converted to an electric 
signal 69 and sent lo a peripheral PU 37 or to a PU 37 

so in the scanner 35 itself. In the preferred embodiment, 
the extraction and matching programs are stored in the 
memory of PU 97. Therefore, the fingerprint is trans- 
formed into an electronic signal which is coded into a 
binary or mufti-yalue coded signal. Thereafter, certain 

55 characteristic patterns 75 are ejctracted preferably using 
the same extraction program as that used to encode the 
fingerprints. The ojctracted characteristics preferably 
correspond to those encoded onto the optical card. As 
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montionad above, wHh. reference to the card encoding 
process, such fingerprint characteristics are preferably 
significant teaturea such as the depih and inlery/al ot the 
fingerprint, ridge pattern inlomiation. or key features re- 
lating to the number and kind of vortices, arcs, crossings 
and other line forms shown by the fingerprints. The char- 
acteristic extracted are used by the matching program 
for comparison with the fingerprint characteristic data 
encoded in the optical card. 

As shown in Figure 2, the recorded data of the par- 
ticular scanned fingerprint is accessed from Ihe optical 
card 78 using an optical card reader 45 such as the RW- 
20 Reader/Writer manufactured by Canon Inc. of Japan. 
The card reader/wrrter 45 rsceives the recorded finger- 
print characteristic infonnaiion on the card owner corre- 
sponding to The scanned fingerprint. The card reader/ 
writer 45 outputs the recorded fingerprint information to 
the PU 37. The PU 37 can display the scanned finger- 
. print 65, along with the directive 51 indicating which fin- 
ger is lo be/has been scanned. 

TTie next step ie the comparison of the recorded fin- 
gerprint data with the specific extracted characteristics 
from the scanned fingerprint using the matching pro- 
gram S2. The e^tftractjon and matching algorithms are 
preferably implemented into software stored by the PU 
'37. The comparison of the recorded data with the 
scanned fingerprint information can be made according 
to any of the conventional matching algorithms depend- 
ing primarily on the characteristic features extracted 
from the fingerprint image. 

If a predeiennined correlation exists between the 
recorded fingerprint characteristic data and the scanned 
fingerprint extracted characteristics 92, a display asso- 
ciated with the PU 37 can either indicate the identifica- 
tion confirmation 101 , or altsmath/ety. a decision signal 
1 25 can be sent from the PU 37 to an operational device 
(not shown) such as a door or gate tor security situa- 
tions, coded lights can flash or the result can be dis- 
played on one or more screens. The decisional pass/fall 
signal 125 nr\ay also be transmitted back to the card 
reader/writer 45 to retain the card 78 in a failure to iden- 
tify situation or optically or otherwise mark the card 78 
to Indicate border crossings, access to secured areas 
or other 'encoded records on the card 78. A remotely 
located display (not shown) may also indicate that a 
match has been found, and thereby confima identifica- 
tion. Instead of indicating confirmation on a display^ of 
course, the verification decision can also be indicated 
through illumination of a specified color of light or other 
expedient^ such as the opening of a door or gate. 

However, if no match has been found 110, Instead 
of immadialely denying entrance or access to or identi- 
fication ot the individual aetho case may be, the present 
invention allows for the euccassive and sequential 
placement ot further fingers onto the fingerprint scanner 
115. ThereforQ* by allowing for comparison of two or 
more fingerprints, the possibility ol a detective signal 
based on' an obscured or unavailable fingerprint, envi- 



ronmental factors, such as excess moisture on ths fin- 
gers, or any artifact preventing a match from being 
made, can be compensated tor by the method of the 
present invention. As mentioned above, the optical card 
5 carries information preferably related to at least two fin- 
gers on each hand. 

in the preferred embodiment, tf there was not a pos- 
itive match on the first fingerprint, another finger, pref- 
erably associated with the other hand and chosen at 
to random, is requested to be placed onto the fingerprint 
scanner. This finger is scanned by the fingerprint scan- 
. ner and the same process, disclosed above, and as 
. shown in Figure 2, is commenced until a decision is 
mads either indicating a ratch or the lack thereof. 

It in the second scan there is no match, a third finger 
16 randomly selected for scanning and measurement. If 
again there is no match with the third randomly selected 
finger 120, recognition ot the Individual carrying the op- 
tical card could be denied 125 or addlitonal attempts to 
20 verify idenlification could be pursued. 

TTiis method of allowing multiple attempts facilitates 
use df the card 25 and verlficatton of the identity of the 
individual, while the use of higher degrees of correlation 
assures that the security of accurate identification is not 
25 sacrificed. Therefore, the system 45 for use in the meth- 
od Q1 the invention preferably comprises a fingerprint 
scanner 35 to scan one or mora fingors in successive 
and sequential order; a card reader/writer 45 for receiv- 
ing recorded fingerprint characteristic information from 
30 an optical card 25 inserted therein on the user corre- 
sponding to the particular scanned finger(s): and a PU 
37, connected to the fingerprint scanner 35 and card 
reader/writer 45. for creating a coded signal represent- 
ing the characteristics of the scanned fingerprint, ex- 
3£ tracting from the scanned fingerprint certain well known 
" indicators^ and rnatching the recorded fingerprint char- 
acteristic data with the scanned fingerprint extracted 
characteristics to establish identity therebeiween. 
In addition tothe fingerprint characteristics, the card 
40 can also contain other various biometric and represent- 
ative information 28* 29 about the individual card owner, 
inscribed on ^the card or electronically or optically stored, 
including, for example, the name, bankaccount number, 
date of birth, sex, height, weight, etc.. and specifically, 
tor a passport, the recorded media can contain informa- 
tion on citizenship, health inspection and a compJaie 
catalog of travel history 130. all of which can be dis- 
played 129, 130 on the PU 37 al any given location, as 
shown in the sample display 42 of Figure 3. 
so The present invention is useful in many applica- 
tions. For exsunpla, a government may issue cards to 
be used by authorized recipients of various government 
sen/icos. such as health insurance, welfare l^enefits. so- 
cial Bscurrly benefits, driver's licenses, or the like. Ths 
ss present invention can be used lo prevent impostersfrom 
receiving such services. In this context, It should be not- 
ed that biometric data representing physical character- 
istics of a plurality of persons, for example, a family, can 
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be stored on a single optica! card whereby, tor examplfi, 
any membar ot a tamily quaiitying for govemmem serv- 
icee can present the card and be identified as a qualified 
recipient of each sen/ices. 

In another embodiment otthe preesnt Invention, the 
storage medium, ratherthan be portable, can exist at a 
fixed location along wiih storage media storinc) biometric 
daia tor a number of other persons. For example, at se- 
cured facilities in which a limited number of people (e. 
g.. employees) routinely request access, the storage 
medium can be built into a main computer system as a 
series of secured memory locations. In such a system, 
an employee, for example, seeking access to the se- 
cured facility can have his identity verified without pro- 
ducing a card since the system can malce the required 
comparison by requesting presentation ot appropriate 
employee body pans lor scanning and comparing bio- 
metric data extracted from the employee with biometric 
data representing physical characlBrlsiics of relating to 
the employee stored in the secured memory locatton. 
The sarne successive and sequential comparison meth- 
od as has been described above can then be used to 
permit or deny access. 

While the preferred embodiment of the present in- 
vention has been described, it should be appreciated 
that various modifications may be made by those sicilled 
In the art without departing Irom the spirit and scope of 
the present invention. Accordingly, reference should be 
made to the claims that determine the scope of the in- 
vention. 



Claims 

1 . An individual recognition system comprising: 

a storage medium storing as biometric data a 
plurality of physical characteristics of a user, 
reading means for extracting from the user bi- 
ometric data representing one o1 the physical 
characteristics stored by said storage medium; 
comparison means for determining whether or 
not the extracted biometric data represents the 
same physical characteristic as corresponding 
stored bbmetric data obtained from said stor- 
age medium; and 

control means tor instructing said reading 
means to extract from the user additional bio- 
metric data representing a different physical 
characteristic stored by said slorage medium, 
depending on the determination by eald com- 
parison means. 

2. A system according to Claim 1 , wherein the reading 
means includes a display for requesting thai the us- 
er present one of the user's body parts for extraction 
of the biometric data corresponding thereto. 
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3. A system according to Claim 2, wherein the body 
part is one of the user's fingers. 

4. A system according to Claim 1 . wherein the storage 
5 medium comprises a portable storage medium. 

5. A system according to Claim 4, wherein the portable 
storage medium comprises an optical card. 

70 6. A system according to Claim 1, wherein said com- 
parison means outputs a positive comparison result 
if a match Is found between the extracted biometric 
data and the corresponding stored biometric data. 

t5 7. A system according to a Claim 6» wherein the con- 
trol means instnjcts said reading means to extract 
from the user additional biometric data If a positive 
result Is not output by the comparison means. 

50 6. A system according to Claim 6, wherein said com- 
parison means includes an optical card scanner. 

9. A system according io Claim 1, wherein said bio- 
metric data represents fingerprint data o1 a plurality 

2& of the user's fingers. 

10. A system according to Claim 9, wherein said read- 
ing means comprises a fingerprint scanner. 

30 11 . A system according to Claim 1 , wherein said read- 
ing means comprises a retinal scanner. 

12. An individual recognition system comprising: 

35 a portable storage medium storing as biometric 

data a plurality off physical characteristics of a 
user; 

reading means for e^rtracting from the user bi- 
ometric data representing one of the physical 

40 characteristics stored by said storage medium; 

comparison means lor detenmining whether or 
not the extracted biometric data represents the 
same physical characteristic as corresponding 
stored biometric data obtained from said stor- 

45 age medium and ou?)utting a positive compar- 

ison result if a match occurs; and 
control means for instructing said reading 
means to extract from the user additional bio- 
metric data representing a different physical 

50 characteristic stored by said storage medium if 

said comparison means does not output a pos- 
itive test result. 

13- A eyeiem according to Claim 12. wherein the read- 
55 ing means includes a display for requesting that the 
user present one of the user's body parts for extrac- 
tion of the biometric data corresponding thereto. 
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1 4, A system according to Claim 1 3. wherein the body 
part is one ot me user's fingers. 

15. A sysiem according to Claim 12. wherein the port- 
able storage medium comprises an optical card. 

1 6 A system according to Claim 1 S, wherein said com- 
' parison means includes an opiical card scanner 

17. A syelem according to Claim 16, wherein said bio^ 
metric data represents fingerprint data of a plurality 
ot the user's fingers, 

1 B. A sysiem according to Claim 17» wherein sad read- 
ing means comprises a fingerprint scanner. 

1 9. A system according to Claim 1 2, wherein said read- 
ing means comprises a retinal scanner 

20. A personal identification method using a data stor- 
age medium containing previously stored biomeinc 
data representing a plurality of physical character- 
istics of a user, the method comprising: 

a first exvacting stap of e)rtractlng from the user 
biomeiric data rapresenilng one of the physical 
characteristics stored by the storage medium; 
a determining step of determining whether or 
not the extracted biomatric data represents the 
same physical characterislics as correspond- 
ing stored btometric data obtained from the 
storage medium; and 

a second extracting step of extracting from the 
user additional biometric data representing a 
different physical characteristic stored in the 
storage medium depending on the detenriina- 
tion at said detennining step. 



21. A method according to Claim 20, wherein the first 
extracting step requests that the user present one 
of the user's body parts tor extraction of the biomet- 
ric data corresponding thereto. 



tional biometric data is extracted from the user if a 
positive result is not output at seid determining step. 

27. A method according to Cla'im 24. wherein said de- 
s termining step is performed using an optical card 
scanner 

28 A method according to Claim 21, wherein the bio- 
metric data represents fingerprint data ot a plurality 
10 ot the user's fingers. 

29. A method according to Claim 2B. wherein said first 
extraction step uses a fingerprint scanner 

15 30. A method according to Claim 21 , wherein said first 
extraction step uses a retinal scanner. 

31. An opiical card for use in a personal identification 
' system which reads data provided by a user d the 

20 card representing one of a plurality o1 physical char- 
acteristics, determines whether or notthe extracted 
biometric data represents the same physical char- 
acteristics as corresponding stored biometric data, 
and reads additional biometric data provided by the 

25 user representing a different physical characteristic 
depending on the determination, said optical card 
containing memory storing biometric data repre- 
senting a plurality of physical characteristics ot the 
user. 

30 

32. An optical card according to Claim 31 . wherein the 
" biomeiric data stored on the card comprises finger- 
print data of a plurality of the user's fingers. 

3S 33, An optical card according to Claim 32, wherein the 
' optical card funher stores other biometric and rep- 
resentative intomnation about the user in machine- 
readable and human-readable form. 

40 34. An individual recognition system for use with an op- 
tical card on which biometric data corresponding to 
e plurality o1 physical characteristics of a user has 
been stored, said sysiem comprising: 



22. A method according to Claim 21 , wherein the body 
part is one of the user's fingers. 

23. A method according to Claim 21 , wherein the sior- 
' age medium comprises a portable storage medium. 

24. A method according to Claim 23, wherein the port- 
able storage medium comprises an optical card. 

25. A method according to Claim 21, wherein said de- 
termining step outputs a positive comparison result 
If a match is found between the extracted biometric 
data and the corresponding stored biometric data. 

26. A method according to Claim 25, wherein the addl- 



es 



£0 



55 



reading means for extracting from the user bi- 
ometric data representing one of the physical 
characteristics stored by the optical card; 
comparison means lor determining whether or 
not the extracted biometric data represents the 
same physical characteristic as corresponding 
stored biometric data obtained from the optical 
card; and 

control means tor instnjcting said reading 
moans to extract from the user additional bio- 
metric data representing a different' physical 
characteristic stored by the optical card, de- 
pending on the determination by said compar- 
ison means. 
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as. A method for identifying one person from a plurality 
of persons, said method comprising the steps of: 

gathering identrfication data trom the plurality 
of persons: 

sioring the gathered data; and 
providing apparatus for repeatedly obtaining 
differem identification data from a person pre- 
senting himself or herself and comparing ob- 
tained Identification data with stored data until 
the.obtajned identification data matches stored 
identrfication data. 

36, A method according to claim 36. wherein the Iden- 
tification data gathered at said gathering step com- 
prises bjometric data representing fingerprints of 
each of the plurality of persona and is stored on one 
of a plurality of optical cards, and each ot the plu- 
rality of optical cards Is Issued to the person whose 
identifying data It contains, for presentation by such 
person to establish his or her Identity. 

37, A method according to claim 35, wherein said meth- 
od is adapted to determine which persons from a 
population of pereone is a qualified person, said 
method further comprising a eiep of analyzing the 
gathered identification data to vertfy \Afhether or not 
each of the plurality of persons from whom data has 
been .gathered is qualified. 

38, A method for biometrically verifying the identity of a 
card user, using a card, a card reader, a fingerprint 
scanner and a processing unit, the user carrying 
card onto which has been recorded fingerprint data 
into a memory of the card, the fingerprint data in- 
cluding specific characteristics ot a plurality ot fin- 
gerprints of the user comprising the following steps: 

successively and sequentially requiring each of 
a plurality of randomly selected fingers to be 
placed onto the fingerprint scanner until a 
match is found, the process comprising^ for 
each fingerprint, the following steps; 
randomly selecting a finger ot the user tor 
placement onto the fingerprint scanner; 
scanning the randomly selected fingerprint ot 
the user using the fingerprint scanner; 
generating an image of the scanned fingerprint 
of the user; 

converting the user fingerprint image to an elec- 
tronic fingerprint signal; 
coding the electronic scanned fingerprint sig- 
nal; 

extracting, from the coded scanned fingerprint 
signal, specific characteristics of the user fin- 
gerprint; 

accessing recorded fingerprint data of the user 
from the card reader by virtue ot the manual 
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placement of the card onto or inlothe card read- 
er; 

comparing, using the processing unit, the re- 
corded fingerprint data with the specific extract- 
ed characteristics, a match being declared and 
Identification confirmed if the recorded finger- 
print data corresponds to the specific extracted 
characteristics otthe scanned user fingerprint; 
whereby the use ot more than one fingerprint 
facilitates higher degrees of correlation, assur- 
ing the highest level of security for accurate 
identification. 

The method of claim 3B, wherein the finger random- 
ly selected lor placement onto the fingerprint scan- 
ner must be one ot a selected number ot fingers on 
either hand. 

The method of claim 3S. wherein If no match is de- 
clared upon the scan of the first selected f ingerprini, 
the method further comprises randomly selecting a 
finger on the other hand as the next successive and 
sequential finger for placement onto the fingerprint 
scanner to determine if a match is found, 

A method for verifying that a card possessor is the 
authorizad card owner through the recognition of 
fingerprint jnformation.'using an optical card, an op- 
tical card reader/writer, a fingerprint scanner and a 
central processing unit, the card possessor carrying 
an optical card onto which has been recorded au- 
thorized card owner fingerprint data, pertaining to 
the inner three fingers on each of the card owner's 
hands, into a memory of the card, the fingerprint da- 
ta including specific characteristic features of the 
plurality of fingerprints of the card owner.comprising 
the following steps: 

inserting the card into the optical card reader/ 
writer; 

randomly selecting one or more fingers of the 
card possessor for placement onto the finger- 
print scanner, wherein the finger randomly se- 
lected for placement onto the fingerprint scan- 
ner must be one o1 the three inner fingers of 
either hand; 

euccessivety and sequentially inserting a plu- 
rality of fingers onto the fingerprint scanner until 
a match is found, the process comprising, for 
each fingerprint, the following steps: 
scanning an image of a fingerprint of the card 
possessor on the fingerprint scanner, 
converting the scanned user fingerprint image 
to an electronic fingerprint signal; 
coding the electronic scanned fingerprint sig- 
nal; 

extracting, from the coded scanned fingerprint 
signal, specific characteristics of the card poe- 
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sftseor fingerprint; 

accossif^g the recorded authorized nngerprirt 
data of the card owner from the optical card 
reader by virtue of the manual placement of the 
card onto or into the optical card reader/writer; 
comparing, using the central processing unrt. 
The recorded authorized fingerprint data wrth 
the specific ©Greeted characteristics, a match 
being declared and identification of the card 
possessor confirmed to be That of the card own- 
er if the recorded authorized fingerprint data 
corresponds to the specific e^ctracted charac- 
teristics of the scanned fingerprint; 
whereby the use and random selection of more 
than one fingerprint facilitates higher degreee 
ot correlation, assuring the highest level of ae- 
currty lor accurate identification. 

42 The method of claim 41 . wherein it no match la de- 
clared upon the scan of the first selected tlngerprinl, 
inu 'Tiethod lurther comprises randomly selecting a 
i.ngcr on tnc other hand as the next successive and 
scq Jcniirtt iirqcr lor placement onto the fingerprint 
scanner lo acicrmine if a match is found 

43. A rroihod lor b».>noirK:ally verKylng the identity of 
no nobct ol iin idonuly card having a memory, us- 
ing Hi iccisi cnc Imgorprint scanner, a card reader 
HOd r^ pro::nftfiing unii the method comprising the 
tollowinq slops 



scijnning with a fingerprint scanner each of a 
piuraliiy ol fingers of the user; 
converting the plurality of fingerprint scans into 
a piuraliiy of data signals each signal corre- 
sponding to data relating to a single fingerprint 
of the user: , 
recording the fingerprint data of the user in the 
memory of the card; 

each verification of the identity ot the card user 
requiring: 

placing the card into the card reader; 
successively and sequentially requiring each of 
a plurality of randomly selected tlngere to be 
placed onto the fingerprint scanner until a 
match is found, the process comprising, for 
each fingerprint, the following steps: 
randomly selecting finger of the user for ptace^ 
ment on the fingerprint scanner; 
scanning the randomly selected fingerprint of 
the user ueing the fingerprint scanner; 
converting the scanned Image to a data signal 
corresponding to the fingerprint scanned; 
comparing the data signal of the randomly se- 
lected fingerprint with the fingerprint data on the 

signaling when a match has been achiaved, 
whereby a comparison of a plurality of finger- 



prints permits utilization of a higher correlation 
of similarity for each fingerprint compared while 
allowing a higher degree of successful identifi- 
cation because of the number of comparisons 
s that are made. 

44 The method of claim 43. wherein the step of ran- 
^ domiy selecting a plurality of fingers of the user 

comprises randomly selecting each of the selected 
10 fingers from a single hand of the user. 

45 The method of claim 43. wherein the step of ran- 
domly selecting a plurality d fingers of the user 
comprises randomly selecting each of the selected 

75 fingers from difierent hands of the user. 

46 The method of claim 43. wherein the step of ran- 
' domly selecting a plurality of fingers of the user 

compriees randomly selecting each of the selected 
20 fingers from difierent hands of the user and wherein 
each of the fingers successively and sequentially 
randomly selected are selected from alternate 
hands of the user. 

2S 47. The method of claim 43. wherein the step of suc- 
cessivQly selecting random fingers of the user com- 
prises selecting all of the fingerprints ol the user for 
comparison. 

30 48. The method ot claim 43. wherein the step of suc- 
cessively selecting random fingers of the user com- 
prises selecting no more than three fingerprints 
from each hand of the user for comparison. 



3s 49, The method of claim 43. wherein the step of suc- 
cessively selecting random fingers ot the user com- 
prising selecting no more than three fingerprints for 
comparison. 

40 50. The method of claim 43, wherein the step of suc- 
* cessively selecting random fingers of the user com- 
prising selecting the same three fingerprints from 
each hand of the user. 

4$ 51 . The method of claim 43, wherein the plurality of ran^ 
domly selected fingers scanned is limited to a finite 
number of comparisons and it a match has not been 
achieved after Ih e finite number of comparisons, the 
process further comprises generating a signal Indi- 

50 eating that no match has been achieved. 

52. The method of claim 51 . wherein the plurality of at- 
tempts is limited to threo randomly selected fingers 
which are scanned and compared. 

53. The system of claim 43. wherein the card reader 
also comprises a card writer and wherein the meth- 
od further comprises recording on the card data re- 



55 



0 



I1AR-09-2005 WED 05:16 PM FLESHNER & KIH LLP 



FAX NO. 7037932751 



P. 38 



17 EP 0 762 340 A2 16 

lating to whettier or not a maich has been achieved, 

54. The method of claim 43, wherein the card Is an op- 
. tica) oard and the card reader is an optical card 

reader and wherein the flngsrprint data Is optically s 
recorded and read from the card. 

55. The method of claim 43. wherein the method Is used 
in a security eyetem having a means tor allowing 
access to a reBtrictsd area and wherein the method fo 
further comprises receiving a signal when a match 
has been achieved and permitting access to the se- 
cured area when a signal has been received indi- 
cating that the idenioy of the holder of the identity 
card has been verified. 
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